TruSecure® Risk Commander™
Gain control over information security risk
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Anticipating risk and gauging the likelihood of negative consequences and

lost opportunities are the responsibilities of an enterprise’s senior managers.

Managing and making business sense out of a broad array of data from

across your enterprise is a daunting task. To overcome these challenges, you

need solutions to help you:

e Manage overwhelming amounts of data from disparate security sources;

e Consolidate, identify, and illustrate critical risk data;

e Measure, track, prove, and report compliance with applicable policies,
standards and regulations;

e Demonstrate effective risk management at all levels;

e Prioritize and manage remediation efforts for addressing escalating vulner-
abilities; and

e Maintain an adequate security posture despite decreasing IT resources.

A Window Into Your Environment

TruSecure’s Risk Commander is an enterprise
software application that provides a centralized risk
management “dashboard,” automatically collecting
and aggregating data from disparate sources across
the enterprise, including vulnerability scanning tools
and other devices, and gives you a single
consolidated view from which to manage your
information security posture. Unlike other security
products, Risk Commander transforms data into
actionable intelligence that demonstrates enterprise
risk reduction, which you can measure against your
relevant policies, standards and regulations. Risk
Commander correlates and administers data from
any number of third-party sources and links the
information to business functions, supporting
technologies and processes.

Benefits

o Enables you to easily and more accurately
understand the potential impact of the identified
risks and the relationships between affected
devices;

« Allows you to document and prove progress toward
meeting policy, standards and regulatory
requirements;

o Helps you understand and communicate the
improvements you achieve in reducing your
exposure to risk and gain more control over your
security environment;

e Enables you to prioritize remediation activities and
track those efforts from discovery to resolution;
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The Risk Commander “dashboard” view consolidates
data from across the enterprise and turns it into
actionable information.
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Features

e Automated vulnerability analysis and —
reconciliation engine identifies the impact of VitserbNEA Somaiai 2 et
vulnerabilities in a business context; : ==

e Preserves your investments in third-party
solutions and facilitating more effective
allocation of costly security resources;

e Policy compliance tracking feature helps you
define and collect relevant security data in the
context of applicable policies and standards;

 Open, flexible architecture and automated
processing easily accepts data feeds from
leading security event and management tools;

e Scorecard views and quantitative trending
analysis track vulnerability remediation activities;

and

 Open interface accepts data from disparate third- Risk Commander is powered by the
party tools and integrates it into a centralized Trulntelligence™ Security Knowledge Network,
management dashboard for a consolidated view which provides severity information that enables
of the information. Z(s)zg to prioritize mitigation efforts and manage

About TruSecure Corporation

TruSecure is the leading provider of intelligent risk management products and services. TruSecure dramatically
improves security and reduces risk by helping organizations make better security decisions and maximize the
effectiveness of existing security people, processes, and products.

Leveraging TruSecure’s vast security knowledge and intelligence gathering resources—including ICSA Labs®, the
global leader in information security product certification—as well as innovative technology and time-tested
processes, our customers can predict which vulnerabilities present real risk, prioritize remediation efforts, quickly
adapt to changes in the security threatscape, measure progress in improving their security posture, and
document compliance with applicable security policies, standards and regulations.

TruSecure Corporation has offices in North and Central America, Europe, and the Asia-Pacific region. Our
customer-proven solutions are used by more than 700 organizations worldwide.

Headquarters Address:

TruSecure Corporation

13650 Dulles Technology Drive, Suite 500

Herndon, VA 20171-4602

1-888-396-8348

info@trusecure.com

Please visit our Web site at www.trusecure.com to obtain contact information for the TruSecure location near you.
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